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Executive Summary 

In a world of connected devices, connected people, and connected companies, there is a new perimeter of assets and 
intellectual property that needs to be secured—the human perimeter. The previous definition of the perimeter as a 
physical demarcation line is now entirely incomplete. No longer can securing the network perimeter ensure the protection 
of critical data and systems. Knowledge worker mobility, the broad use of cloud applications, and workflows that often 
include third parties have yielded an amorphous perimeter. But there is one constant in the fluid state of the perimeter—
the user. 

User behavior has fundamentally changed. Users are free to roam about, creating value from virtually anywhere. Cyber 
adversaries understand this reality and have ramped up efforts to target the ever-vulnerable end-user with both spam-like 
cyber-attacks and customized, targeted attacks. Why? Because the success rate is such that spear phishing is on a rinse 
and repeat cycle.  

The ceaseless incidents of inbound threats and outbound data 
loss perpetrated by exploiting human vulnerability highlights the 
need for an additional layer of defense. Advances in machine 
learning are now proving effective as a way to detect new, 
previously unknown malware. But what about machine learning 
for the human layer? To detect both malicious intent by an 

external adversary or insider, and the improper use of cloud apps that puts data at risk, deep context is required. Enter 
natural language understanding (NLU). 

This paper explores how NLU-based cybersecurity technologies use text-based context to secure the human layer by 
detecting and preventing inbound threats and outbound data loss. 

The User Exposure Layer: Defining the Human Perimeter 

The mobility of today’s workforce enables users to stay productive from virtually everywhere. With the widespread 
utilization of cloud-based systems and applications from multiple devices, some company-issued and other bring-your-
own-devices (BYOD), users experience a level of digital freedom and commitment that establishes a new precedent for the 
knowledge worker.  

It is common for organizations to provide users the freedom to access enterprise, cloud-based applications from personal 
devices, such as tablets and smartphones, which lack appropriate security controls and operate outside of the corporate 
firewall. In fact, according to research conducted by ESG, 65% of an organization’s end-users can access cloud-resident 
sensitive data from different types of devices with no or minimal limitations.1 

Collaborating with third parties is now a common occurrence in the workday of today’s employees. These workflows often 
involve direct, third-party access to critical business systems. ESG research reveals that 40% of survey participants allow 
business partners access to their organization’s sensitive cloud-resident data.2 This includes enterprise file sharing services, 
which enable fast and effective collaboration with colleagues and external parties alike, but put corporate data at risk.  

 

                                                           
1 Source: ESG Master Survey Results, Trends in Cloud Data Security, January 2019. 
2 ibid. 
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https://www.esg-global.com/research/esg-master-survey-results-trends-in-cloud-data-security
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These dynamics contribute to a complicated matrix of scenarios that cybersecurity teams need to secure. To do so in the 
context of a cybersecurity program, organizations must now think of 
the human perimeter as a central factor in managing cyber risk. In fact 
40% of cybersecurity professionals cite monitoring employees as one 
of their biggest risk management challenges.3 But what types of risk, specifically, does today’s end-user represent? 

The Evolution and Persistence of Phishing Attacks 

Email remains an easy front door into most organizations and phishing attacks continue unabated, with surprising levels of 
success. The ongoing high incident rate of email phishing is a reminder that cyber adversaries will default to those methods 
that have proven most effective, while continuing to further monetize existing methods in new ways. According to the 
2018 Verizon Data Breach Incident Report, at 96%, email is the most common attack vector and the one used most often 
to introduce malware.4  

Even with this stunning statistic, not all phishing attacks are reported. Duped users may not be aware they were phished or 
may be too embarrassed to report the incident. In either case, such situations extend dwell time with yet-to-be-detected 
cyber-attacks, increasing the potential for the spread of malware and the risk of data exfiltration. But in fairness to end-
users, cyber criminals are employing socially engineered, targeted attacks that are difficult for some knowledge workers to 
identify.  

Business Email Compromise 

While cyber criminals employ the same attack methods via the email 
vector, new ways to monetize phishing have emerged, headlined by 
business email compromises (BEC). This type of fraud is perpetrated via 
spoofed emails that fool users into taking action, beyond just clicking on a 
malicious link. Instead, the recipient is induced to make a payment based 

on falsified information in a spoofed email that appears to be from an executive or an external vendor. Such BEC attacks 
have resulted in significant financial loss. In a public service announcement from the Federal Bureau of Investigation (FBI), 
the total losses due to successful business email compromise campaigns from October 2013 to May 2018 are estimated at 
$12.5B.5 The same announcement cites a 136% increase in BEC attacks over an 18-month period from the end of 2016 
through May 2018. BEC remains a growing financial risk vector for organizations and the resulting losses can have board-
level visibility. 

The First Step in Broader Attack Campaigns 

Phishing attacks are also commonly used as the first step in a broader campaign, as is the case with those that are designed 
to steal login credentials, often by exploiting the social networking aspect for how we use cloud services. For example, 
because of the common use of file sharing services, such as Box, Dropbox, and OneDrive, users are accustomed to 
receiving notification emails from others to access files. This creates the perfect opportunity for bogus emails to lead a user 
to a bogus login page in an attempt to capture credentials that are used in the next step of attack campaign. Successful 
credential phishing attacks can lead to email account takeovers that allow the external cybercriminals to appear as a 
legitimate insider.  

                                                           
3 Source: ESG Master Survey Results, The Pressing Need for Comprehensive Cyber Risk Management, March 2019. 
4 Source: Verizon Report, 2018 Data Breach Investigations Report, 2018. 
5 Source: FBI Public Service Announcement, BUSINESS E-MAIL COMPROMISE THE 12 BILLION DOLLAR SCAM, July 2018. 

… organizations must now think of the human 
perimeter as a central factor in managing cyber risk. 

…the total losses due to successful business 

email compromise campaigns from October 

2013 to May 2018 are estimated at $12.5B. 

https://www.ic3.gov/media/2018/180712.aspx
https://www.esg-global.com/research/esg-master-survey-results-the-pressing-need-for-comprehensive-cyber-risk-management
https://enterprise.verizon.com/resources/reports/dbir/
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These types of phishing attacks are predicated on tricking a user into performing actions that lead to credential theft and 
ultimately, monetary theft.  

Modern Communication and Collaboration Channels Put Data at Risk 

Work patterns for many knowledge workers now include a variety of cloud applications beyond file sharing, including office 
productivity, customer relationship management (CRM), and more. The use of software-as-a-service has seen a precipitous 
increase, with more than two-thirds (67%) of organizations using cloud applications reporting that at least one out of five 
of their total applications are now SaaS-based, up from 38% in 2013.6 The result is a northbound migration of data assets 
to cloud stores, making it difficult to protect sensitive data from compromise. In fact, 50% of cybersecurity professionals 
know for a fact that they have lost public cloud-resident data, with another 22% suspecting they have lost data (see Figure 
1).7  

Figure 1.  Loss of Public Cloud-resident Data 

 
Source: Enterprise Strategy Group 

Why is so much cloud-resident data at risk? The top cause of data loss from cloud stores, cited by 33% of research 
participants, is due to end-users uploading sensitive data to IT-led cloud services.8 While Shadow IT apps are of concern, 
the improper use of authorized, sanctioned cloud apps is highly problematic. The entities with whom users are sharing 
data is also an issue, per the 83% of research participants who shared they are somewhat or very concerned that the 
sharing of sensitive data with external parties puts their data at risk.9 

These dynamics, together with the continued high success rates of phishing attacks, highlight the need for an expanded 
view of what constitutes the perimeter, one that focuses on humans and how they interact with applications, data, and 
other humans. 

 

 

                                                           
6 Source: ESG Master Survey Results, 2019 Technology Spending Intention Survey, March 2019. 
7 Source: ESG Master Survey Results, Trends in Cloud Data Security, January 2019. 
8 ibid. 
9 ibid. 
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https://www.esg-global.com/research/esg-master-survey-results-2019-technology-spending-intentions-survey
https://www.esg-global.com/research/esg-master-survey-results-trends-in-cloud-data-security
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The Role of Natural Language Understanding in Securing the Human Perimeter 

Putting Types of Artificial Intelligence in Perspective 

While artificial intelligence may have been in the realm of science fiction just a few years ago, the broad application of AI 
makes the technology increasingly relevant to many aspects of life. Indeed, there are now many applications of AI, 
including machine learning and deep learning, with autonomous transportation, smart sensors, and cybersecurity as 
prominent examples. 

Over the last few years, cybersecurity vendors have widely leveraged varying levels of machine learning (ML) to improve 
the efficacy of detecting new and unknown zero-day threats. ML has, in fact, delivered on the promise of improving 
detection rates, with vendors reporting levels as high as 98% efficacy.  

Many endpoint security vendors, for example, are now using 
supervised ML to create and update algorithms that detect new 
malware samples by training their algorithms on massive corpuses of 
both known-good and known-bad activity. The larger the corpus and 
the more relevant the sample set, the more accurate and applicable the algorithms have become in yielding high fidelity 
results. In fact, tied with network security, the top area of most significant cybersecurity investment over the next 12-18 
months are tools that leverage AI/ML for threat detection.10 

But what about leveraging AI to secure the human perimeter? While the application of ML in the endpoint security context 
is centered on evaluating static data, user activity is anything but static. As such, a different application of AI is required, 
one that is dynamic and contextual. 

A Primer on Deep Learning and Natural Language Understanding  

Natural language understanding (NLU) is as an application of artificial intelligence focused on the text with which humans 
interact. NLU considers a broad scope of text with respect to email addresses, syntax, formatting, content, and style of a 
message body, as well as files sent and stored by end-users. NLU also considers with whom a user is interacting. The text in 
content being sent, shared, and stored in cloud services can also be analyzed to discover different types of sensitive data 
and anomalous access to and sharing of such data assets. 

NLU is a combination of both supervised and unsupervised ML that considers multiple inputs over time based on the 
metadata and the entire textual content of emails and documents. The top-level objective is to provide actionable context 
by employing deep learning to establish normalized baseline patterns from which anomalous activity can be detected. 
Effectively doing so can help cybersecurity teams thwart the cybersecurity attacks discussed above.  

The Five Dimensions that Provide Natural Language Understanding Context 

The inputs that NLU evaluates to establish what is normal and what could be anomalous and indicative of an incident are 
based on the following five dimensions: 

1. Who refers to the identity of the end-user and includes the user who is accessing data, sending or receiving an 
email, accessing an app, sharing data, etc.  

2. How is about the behavior or the actions the user is taking. 
3. What is the actual content that needs to be inspected, including the body of an email or data being shared and 

stored. 

                                                           
10 Source: ESG Master Survey Results, 2019 Technology Spending Intention Survey, March 2019 

…  the top area of most significant cybersecurity 
investment over the next 12-18 months are 
tools that leverage AI/ML for threat detection. 

https://www.esg-global.com/research/esg-master-survey-results-2019-technology-spending-intentions-survey
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4. Why is about the intent or reason the user is taking a certain action. 
5. Whom refers to the network of individuals associated with an email or with whom data is shared. 

 
Figure 2.  Five Dimensions that Provide Natural Language Understanding Context 

 
Source: Enterprise Strategy Group 

After an initial training period, NLU-based technology continues to monitor and analyze these five dimensions to increase 
the fidelity of detecting anomalous activity. The training period can be expedited by applying NLU technology to an email 
archive, for example, to begin to establish norms based on prior activity (with whom one normally emails, style of the 
content, time of day and location, etc.). 

Natural Language Understanding Cybersecurity Use Cases 

Armed with context derived from the five dimensions, NLU-based cybersecurity products are well positioned to satisfy 
important cybersecurity use cases. 

Email Security 

The nature of BEC attacks make them an ideal use case for NLU technology, as they touch upon all five dimensions. For 
example, knowing the identity of the sender (WHO) allows for comparing their behavior (HOW) with respect to not only 
basic attributes of an email, such as the time of day the email was sent, but the writing style (WHAT) of the author. The 

writing style of emails varies notably between users. Some users write 
emails as they would a letter, with complete sentences and formal 
structure. Others treat email as an informal way to communicate and may 
even use texting abbreviations. The stylometric technique employed by 
NLU further considers terms and phrases as well as sentence and 

paragraph length. Previously analyzed emails from a specific user can enable NLU technology to also effectively vet the 
intent (WHY) of the email as either standard or anomalous. 

For example, does the CEO typically send wire transfer instructions by email? With whom one normally communicates 
directly via email is also highly relevant in detecting and preventing BEC fraud. Respecting organizational chain of 
command, a CEO might typically instruct the CFO or a middle manager to facilitate a transfer, if that was normal behavior 
at all. An individual in Accounts Payable may not typically be part of the CEO’s network of recipients. When examined 

The nature of BEC attacks is an ideal use case 

for NLU technology, as they touch upon all five 

dimensions. 
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individually, these signals may be very noisy, with a high rate of false positives, but combined, they can all be factored into 
rendering a much more accurate verdict as to the legitimacy of such an email. 

Data Loss Prevention 

NLU also represents a compelling means to protect corporate data assets from loss. Cybersecurity practitioners clearly 
appreciate the role of an anomaly-based approach, with 67% of research participants citing alerting on anomalous access 
to and use of data as an area in which their organization needs to improve its data security.11 NLU-enabled data loss 
prevention (DLP) can detect the inappropriate sharing or theft of sensitive data by malicious entities, including by malicious 
insiders or external adversaries via stolen credentials. 

Many of the same concepts in the email security example apply since 
most enterprise data is also textual. NLU for DLP purposes also uses 
the same five dimensions as the basis to analyze data sharing activity. 
For example, having established normal data access usage and sharing 
patterns, detecting anomalous access to large quantities of data could 
well be indicative of either an insider with nefarious intent, or be the result of credential theft. That same insider may be 
putting themselves in the Bcc line of emails with sensitive data as a way to attempt to circumvent detection. Another risk is 
sharing sensitive data with someone new, perhaps inadvertently as the result of auto-fill in the To field. 

Discovering and classifying sensitive data also allows NLU-based data security controls to use the WHOM dimension to 
apply policy controlling whether such types of data are to be shared with third parties. The workflow of normal patterns 
can be established by training an NLU-based DLP product using an email inbox dedicated to sensitive data, by adding that 
address to the Cc line. This would also allow the product to recommend appropriate policies, thus reducing the operational 
complexity of managing DLP policies. 

Regulatory Compliance  

Data security controls are at the center of most industry regulations. The northbound migration of data to public cloud 
stores has made meeting and maintaining compliance with regulations and preparing for cybersecurity insurance audits 
more challenging (see Figure 2).12  

                                                           
11 Source: ESG Master Survey Results, Trends in Cloud Data Security, January 2019. 
12 ibid. 
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Figure 2.  Regulations Complicated by the Use of Cloud Services 

 
Source: Enterprise Strategy Group 

The ability for NLU-based DLP solutions to provide contextual controls and intelligent e-discovery capabilities that are not 
just based on keywords will help data protection officers (DPO) and others responsible for regulatory concerns achieve 
compliance. 

The Bigger Truth 

Increased complexity is challenging cybersecurity programs already under duress. Highlighting this concerning trend is the 
66% of research participants who say IT is more complicated than it was just two years ago.13 What’s increasing 

                                                           
13 Source: ESG Master Survey Results, 2019 Technology Spending Intention Survey, March 2019. 
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complexity? Increased volume of endpoint devices, higher data volumes, increased number of apps used by employees, 
and the need to incorporate emerging technology that include AI/ML and analytics are the top drivers behind complexity.14  

At the same time, the acute shortage of cybersecurity skills continues, with 53% of organizations reporting a problematic 
shortage.15 Yet the cybersecurity teams are, of course, still charged with preventing inbound threats and outbound data 
loss. These realities, together with the new norm of knowledge worker mobility and the prevalent use of cloud apps have 
created human perimeters requiring technical advances that can deliver greater efficacy via context and efficiency via 
automation. 

Compelling advances in artificial intelligence now include applying NLU to the textual data in enterprises and human 
communications. Doing so provides the deep context necessary to establish an understanding of what is normal as the 
basis of detecting anomalies that could be a leading indicator of a cybersecurity incident. Combining NLU with other 
classical statistical techniques, like clustering or outlier detection and traditional ML techniques will provide a much more 
comprehensive defense against attacks and data loss. By bringing the human layer into focus, NLU technology holds great 
promise for a defense-in-depth approach to any organization’s cybersecurity program. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                           
14 ibid. 
15 ibid. 
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